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sren15UsEINY v UNAATUULLBN T UL Android

Vulnerability Risk level
App-safety
® |Behavior information Low
b [Permission information Low
o |Sensitive word information Medium
@ [|Presence of APK file in resource file Low
& [Third-party SDK detection Low
o |Virus scanning Medium

Me-Improper platform usage

@ |Risk of intent component being implicitly called Low
& [Risk of activating hidden services Low
« |Risk of incorrect usage of PendingIntent Low
@o [Risk of dynamically registering a receiver Medium
®® [Risk of loading DEX from SD card Medium
@b [Risk of loading SO files from SD card Medium
@ Janus signature mechanism vulnerability High
@& [Insecure application signature algorithm risk Medium
@& [Denial of service (DOS) attack vulnerability Low

Mis-Insecure data storage

@o [Clipboard sensitive information disclosure vulnerability Medium
e [Hard-coded cryptographic key vulnerability High
o |WebView plaintext password storage risk High
e« |Code residual URL information detection Low
wo [Bypassing the same-origin policy in WebView files High
w® [Database injection vulnerability High
bl XSS attack vulnerability in InnerHTML High

). N /oen Web Storage...
4/, AIUNg /gﬂvs
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ben (Web Storage data leakage risk Low
& [WebSQL injection vulnerability High
& [SharedUserld property setting vulnerability Medium
oo |Internal storage data global read-write risk Medium
el [FFmpeg file reading vulnerability Medium
e |Residual user sensitive information risk Low
Ma-Insecure communication
b [HTTPS unverified hostname vulnerability Medium
mo |WebView bypasses certificate verification vulnerability Medium
me [HTTPS does not verify server certificate(SSL PINNING) Medium
mlo [HTTP data transmission risk Low
men |Local port open privilege escalation vulnerability Medium
Me&-Insecure authentication
m& |Rooted device risk High
m& [Emulator risk Medium
mo |StrandHogg @.0 Medium
Me&-Insufficient cryptography
med (Insecure encryption mode vulnerability Low
me  (Insecure usage of RSA encryption algorithm vulnerability Medium
ma  |Digital certificate being stored in plaintext risk Medium
Mb-Insecure authorization
@o |App data backup vulnerability Medium
@ [Security for exporting Activity component Medium
&b [Security against ContentProvider component leakage Medium
&en [Security of Exported Broadcast Receiver Component Medium
@& [Security of exported service component Medium
@& |Database file arbitrary read and write vulnerability Medium
@ |GetDir global read-write vulnerability Medium
/&) Risk of...
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& [Risk of reflective method invocation Low
&= |Screen capture vulnerability Medium
&x [Zip file unzip directory traversal vulnerability Medium
&o [Risky WebView system hidden interface vulnerability High
&e [Mulnerability of globally readable and writable internal files Medium
&o |SharedPreferences data global read-write vulnerability Medium
& |Content provider data leak vulnerability High
MeJ-Poor code quality
&& [Risk of Input monitoring(Keylogger) High
&& [Risk of SO file not enabling ASLR Low
&o |SO files not using compiler stack protection Low
& |Screen overlay risk Medium
&= [Risk of app cloning High
&x |WebView remote debugging risk Medium
Do |WebView remote code execution vulnerability High
e |Fragment injection attack vulnerability Medium
bl [Vulnerability of intent scheme URL attack Low
o |Insecure random number generation vulnerability Low
o& [Risk of sensitive functions being called Low
o& |Native code does not disable data execution Medium
oo |Android-gif-Drawable remote code execution vulnerability Low
Mg-Code tampering
o [Dynamic debug attack risk High
o |Publishing application with debug certificate risk Low
o« |Java layer dynamic debugging risk Medium
wo |Application signature not verified risk High
e |APK tampering / repackaging risks High
elo |Dynamic injection attack risk High
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Md—Réverse engineering
o (Code is not obfuscated High
w& |Java code decompilation risk High
w& [Risk of Debug log function calls Medium
@o [Risk of resource file leakage Low
ool SO file cracking risk Medium
owe [Hardening shell identification Medium
Meao-Extraneous functionality
o« |Residual risk vulnerability in Intranet test information Low
o |Download arbitrary APK vulnerability Medium
w® |[Insecure browser call vulnerability Medium
o |Enable VPN service detection Low
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Vulnerability Risk level
App-safety
-@ Permission information Low
®  Behavior information Low
o [Sensitive word information. Medium
Mea-Improper platform usage
& |[Certificate type detection Low
& |Risk of being unable to list app to App Store Low
o |Detection of the use of private methods High
Mio-Insecure data storage
o |Risk of calling debug log functions Medium
@ |Database plaintext storage risk Medium
«  [Dynamic library information disclosure risk Low
@o |Web storage data leakage risk Low
®® [The XSS (Cross-Site Scripting) vulnerability in InnerHTML High
Maen-Insecure communication
@b [Risk of HTTP data transmission Low
@ |Unchecked Server Certificate Vulnerability in HTTPS Medium
e& |URL Schemes hijacking vulnerability Medium
Me-Insecure authentication
e& |Risk of keyboard logging High
eo |WebView component cross-domain access risk High
el (Storing configuration file information risk High
o= [Risk of creating executable memory permissions Medium
e« |Dynamic debug attack risk High

Mé&-Insufficient cryptography
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wo |Vulnerability of insecure usage of encryption algorithm Low
w® [Vulnerability of weak hash algorithm use Low
bl  |Vulnerability of insecure random number usage. Low
Mb-Insecure authorization
oo |Plain text string exposure risk Low
& [Risk of explicitly calling external functions Low
& [Risk of system call exposure Low
o |Risks of running on jailbroken devices High
Mel-Poor code quality
el [The Shared Object(dylib) file ASLR risk Low
bz |Shared Object(dylib) files compiler stack protection risk Low
b |Risk of overly complex custom function logic Medium
Mg-Code tampering
mo |Risk of injection attack High
me |Risk of tampering with executable files Medium
mo (IPA tampering and repackaging risks High
een  [SQLite memory corruption vulnerability Medium
& [Format string vulnerability Medium
Meg-Reverse engineering
m& |Risk of code not being obfuscated High
/Mao...
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Meao-Extraneous functionality

mo  [XcodeGhost infection vulnerability High
med  |Risk of insecure API function references High
e |ZipperDown unzip vulnerability Medium
o |iBackDoor control vulnerability High
@o |[Automatic Memory Management Techniques Risks Low
@® |Insecure memory allocation function risk Low
&o |Airplay mirroring risk Medium
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